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Abstract cating peers. However, tHeokup by nameprimi-

- i . tives provided by DHTs are not immediately suffi-
Arpeggiois a peer-to-peer file-sharing network based o(r:llent to perform complesearch by contenqueries
the Chord distributed hash table. Queries for files whos the data stored in the network. It is not clear
metadata matches a certain criterion are performed % . - -

. . o . ow to construct search interfaces without sacrific-
ficiently by using a distributed keyword-set index, auﬁ:lg scalability or query completeness. Indeed, when

mented with index-side filtering. We introdutetadata . .
. I . it comes to systems that search for documents, Li et
gatewaysa technique for minimizing index maintenance

overhead.Arpeggioalso uses the DHT for indirect stor—al' [5] have shown that the obvious approaches to dis-

. o . %ributed document search do not scale well.
age of file contents, maintaining pointers from content to

the live peers that provide it. Finally, we introdupest-  In this paper, however, we consider systems, such
fetching a technique that uses information in the index @s file sharing, that search only over a relatively small
improve the availability of rare files. The result is a syste@mount ofmetadataassociated with each file. The
that provides efficient query operations with the scalabflelative sparsity of per-document information in such
ity and reliability advantages of full decentralizatiome Systems allows for techniques that do not apply in
a content distribution system tuned to the requirements@gineral document search. We present the design for

a peer-to-peer file-sharing network. Arpeggiq which uses the lookup primitives of the
_ Chord distributed hash table [11] to support meta-
1 Overview and Related Work data search and file distribution. This design retains

Recent years have seen a dramatic increaseM@any of the advantages of a central index, such as
the popularity of peer-to-peer file sharing Systengc_)mpleteness and speed of queries, while providing
These systems, which let users locate and obtain filag scalability and other benefits of full decentraliza-
shared by other users, have many advantages: tH@f- Arpeggio uses only a constant amount of space
operate more efficiently than the traditional clienfor each distinct file being indexed, and resolves any
server model by utilizing peers’ upload bandwidttfUery with a constant number of Chord lookups. The
and can be implemented without a central serv&yStem can consistently locate even rare files scat-
However, many current file sharing systems trade-@ed throughout the network, thereby achieving per-
scalability for correctness, resulting in either systerfct recall.
that scale well but sacrifice completeness of searchn addition to the search process, we consider the
results or vice-versa. process of transferring found files to those who want
Distributed hash tables have become a stand#mdm. We use the DHT to optimize content distribu-
for constructing peer-to-peer networks because theyn. Rather than using it for direct storage, we use a
overcome the difficulties of quickly and correctly lolayer of indirection: the DHT tracks which peers are



sharing which content. As in traditional file-sharing (log n) messages per lookup in aamachine net-
networks, files may only be intermittently availablavork, and minimal overhead for routing table main-
We propose an architecture for resolving this protenance. Building on this primitive, DHash [2] and
lem by recording in the DHT requests for temporaother distributed hash tables provide a standagd-G
ily unavailable files, then actively increasing their fuBLoCk/PuT-BLOCK hash table abstraction. How-
ture availability. ever, this interface alone does not allow search based
Like most file-sharing systemérpeggioincludes on metadata keywords.
two subs_yste_ms conce_rned with sc_earching and wgté Distributed Indexing
transferring files. Section 2 examines the problem
of building and querying distributed search indexe8. 'éasonable starting point isdistributed inverted
Section 3 examines how the indexes are maintairl8gex In this scheme, the DHT maps each keyword
once they have been built. Section 4 turns to how ifpea list of all files whose metadata contains that key-
DHT can be leveraged to improve the transfer aNgerd, thus distributing the index throughout the net-
availability of files. Finally, Section 5 reviews theV/ork. To execute a query, a node performs BTG

novel features of this design. BLo_CK operation for ea_ch qf the query_ke_yworo_ls
. and intersects the resulting lists. The principal dis-
2 Searching advantage is that the keyword index lists can become

A file-sharing system must be able to translate pgohibitively long, particularly for very popular key-
search query from a user into a list of files that fit thgords (e.g. “the”), so retrieving the entire list will
description and a method for obtaining them. Eaggnerate tremendous network traffic.
file shared on the network has an associated set oPerformance of a keyword-based distributed in-
metadata: the file name, its format, etc. Specifi€rted index can be improved by performimglex-
types of files can have more descriptive metadagide filteringinstead of joining at the querying node.
for example, the song title and artist name can B&cause our application postulates that metadata is
extracted from MP3 music files via the ID3 tags. small (unlike in the general case of indexing entire
Analysis based on required communications Coggcuments), the entire contents of the metadata can
suggests that peer-to-peer keyword indexing of the kept in the index with each item. To perform a
Web is infeasible because of the size of the data §&€ry involving a metadata term, we can send the
[5]. However, peer-to-peer indexing for file sharin§ll query to the corresponding index node, and it can
networks remains feasible, because searches are pefform the filtering and return only relevant results.
formed using only file metadata, not contents. THés dramatically reduces network traffic at query
size of file metadata is expected to be on the ord#ne, since only results relevant to the full query need

of a few keywords, much smaller than the text of df be transmitted. This is similar to the search algo-
average Web page. rithm used by the Overnet network [9], which uses

the Kademlia DHT [6]. Note that index-side filter-
ing extends the DHT abstraction beyond the simple
A natural approach is to maintain a centralized ifsET-BLOCK request: the DHT is no longer a mere
dex of the files in the network, as done by the Napata structure; it now supports network-side process-
ster [8] file sharing network. Structured overlay netAg.

works based on distributed hash tables show promisé\lthough index-side filtering reduces query band-
for simultaneously achieving the recall advantageswidth, machines responsible for the large inverted in-
a centralized index and the scalability and resiliendgxes of common search terms will have dispropor-
attributes of decentralization. Distributed hash loctenately large storage and query loads. As an initial
tion services such as Chord [11] provide adkup fix for this problem, wetruncate large inverted in-
primitive that maps a key to the node responsibtices, keeping only those items that best-match the
for its value. It does so efficiently, with at mosinverted index term. This limits storage load, but

2.1 Background
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sacrifices correctness: multi-term queries directedttan 128 Kbps, for example. It is not practical to
this index may have matches in the full list that ancode this information in keyword indexes, but the
not in the truncated list, hiding some correct resultindex obtained via a KSS query can easily be filtered
To overcome this problem, we propose to build iy these criteria.
verted indexes not only on keywords but also on key—
word sets For each file, an index entry is created for o ) ] ]
each subset of at mostmetadata terms: the maxi-ve now describe in detail the index representation
mum set sizek is a parameter of the network. Thié‘_Sed byArpeggio All _i”(?'ex data is stored in a dis-
is the Keyword-Set Search system (KSS) introduclPuted hash table similar to DHash [2]. However,
by Gnawali [4]. Essentially, this scheme allows us {8 addition to the standarq 'Q'B_LOCK and RuT-
precompute the full-index answer to all queries of lJ%LOCK hash table abstr_actlons, it must also_support
to k keywords. For queries of more tharkeywords, a_Fn_TERED-GET ope.ratlo.n that returns_ all list .en-
truncation may still be necessary. However, it seefi€S that match certain criteria. EverythiAgpeggio
likely that in most cases there will be a “raretword Stores inthe DHT is in the form of a block with a tag
subset of the query with a small inverted index. Thiddicating the type of block.

index will suffer little or no truncation, and will thus A Metadata blockcontains the keyword and filter-
be more likely to hold all relevant results. able metadata for a file as well as information for ob-

ngning the file contents. Each unique file has a cor-

. ) . " esponding metadata block that holds its metadata.
indexes increases the number of index entries . ) . . .
hen a node registers a file with the index (for in-

a file with m metadata keywords fron(im) to stance, when it comes online), it inserts a copy of

. k: . .
0 (mm(m_ ’2m))' However, it reduces the Impory,e file's metadata block under each of the file's key-
tance of single-keyword indexes: they will be us§gjorg sets. The location information can take multi-
only to answer single-word queries, and the negati¥g forms, since our indexing system is independent

effects of truncation on these queries are minimizeg. the content distribution system. For the content
Reynolds and Vahdat observed that less than 29%pdtripution system we describe in Section 4, the lo-

web search queries included only one keyword nQJation is the block ID of the file block.

Further analysis will be necessary to identify the op- 1, perform a query, a node first selects some
timum value for the parametér, however, the av- largest possible subsek (up to size k) of the
erage number of terms for web searches is apPr%yword metadata in the query.

Index Structure and Algorithms

Using keyword set indexes rather than keywo

) = It then sends a
imately 2.53, sok is likely to be around3 [10]. A ) 1erep-GET request with the query as parame-
major advantage of keyword-set indexing is that thg, ¢4 the node responsible for the metadata blocks
query traffic to nodes responsible for popular keyssaciated with the keyword-sét. The contacted
words will be abated by queries going to more Spga e searches its index to find the entries that match

cific indexes. the full query, and returns them to the querying node.
In ArpeggiQ we combine KSS indexing with

index-side filtering, as described above: indexes gfe
built for keyword sets and results are filtered odReers are constantly joining and leaving the network.
the index nodes. We make a distinction betwedinus, the search index must respond dynamically to
keyword metadatawhich is easily enumerable, andhe shifting availability of the data it is indexing and
therefore can be used to partition indexes with KStBe nodes on which the index resides. Furthermore,
andfilterable metadatawhich can further constraincertain changes in the network (such as nodes leaving
a search. Index-side filtering allows for more conwithout notification) may go unnoticed, and polling
plex searches than KSS alone. A user may only foe these changing conditions is too costly, so the in-
interested in files of size greater than 1 MB, files ilex must be maintained by passive means under such
t ar. gz format, or MP3 files with a bitrate greatecircumstance.

Index Maintenance
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3.1 Metadata Expiration

Instead of polling for departures, or expecting nodes
to notify us of them, we expire metadata on a regu-
lar basis. This guarantees that long-absent files will
never be returned by a search. Blocks may con-
tain out-of-date references to files that are no longer
accessible. Thus, a requesting peer must be able I:a I:b I;:ab
to gracefully handle failure to contact source peers. (ab,F1)| [(ab,F1)| [(ab,F1)
Pointers to file blocks, on the other hand, are guar-

anteed to remain valid in the face of network topokigure 1: Two file source nodes inserting the same

ogy changes because the DHT handles replicatiorfifd F; via the(a b F}) metadata gateway
blocks. To counteract expiration, wefreshmeta-

data that is still valid, thereby periodically resetting

its expiration counter. network, butonly if necessary. If the block already
While one might think that metadata should be exxists in the network and is not scheduled to expire
pired frequently so that searches are up to date, ¥&dn, then there is no need to re-insert it into the
argue in Section 4.2 that there is actually great valhetwork. A gateway only needs to refresh metadata
in keeping old metadata around to match queriggocks if the blocks in the network are going to expire
even if the corresponding files are no longer avagoon, but the copy of the block held by the gateway
able. In particular, we track attempts to access thasgs been more recently refreshed.
missing filles anoloostfetchthem to other nodes in Using gateways, insertion by content-holding
the DHT if they become available after the aCCeHddes is no more costly than for a centralized in-

attempt. This lets us.identify files thgt are in dema@ex system, though the gateways themselves do con-
but sporadically available, and replicate them to 'ume bandwidth to insert into the index. Further-

crease their availability. more, gateways reduce the total network bandwidth
3.2 Metadata Gateways incurred by managing metadata blocks from being

_ _ o _ proportional to the total number of files to being pro-
Having each node directly maintain its own f”esf)ortional to the number of unique files.
metadata in the network will result in large numbers

of redundant inserts and refreshes of metadata blogks
representing very common files. Insertion to many
distinct keyword search sets is relatively expensiv@, order to maintain the index despite node failure,
so this will also consume a large amount of banghetadata block replication is also necessary. Be-
width. The problem can be solved by introducing @ause metadata blocks are small and reading from
metadata gatewagode to the process of insertion. them must be low-latency, replication is used instead

A metadata gateway aggregates updates to metherasure coding [2]. Furthermore, because repli-
data blocks. Gateways leverage the fact that indivicated indexes are independent, any node in the index
ual nodes insert many copies of the same block agdoup can handle any request pertaining to the in-
for common files, many different nodes will also index (such as a query or insertion) without directly
sert the same block. To use a metadata gateway,iimeracting with any other nodeg\rpeggiorequires
stead of directly inserting metadata blocks into thanly weak consistenoyf indexes, so index insertions
network, a peer sends a single copy of the block ¢an be propagated periodically and in large batches
the gateway responsible for the block (found via thaes part of index replication. Expiration can be per-
block’s hash). The gateway then inserts the mefarmed independently because metadata blocks will
data block under all of the appropriate keys in trexpire on all nodes simultaneously.

Index Replication
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4 Content Distribution 11 19 i3 iy index entry blocks

The indexing system we describe above simply pro- \ '/ """"" \'/ 77777777777777777777

vides the ability to search for files that match certain ! F2 file blocks
criteria. It is independent of the file transfer mech- / ' i N i \ """"""""""""

anism. Thus, it is possible to use an existing cor Ca c3 Ca ¢5 chunk blocks

tent distribution network in conjunction withArpeg- . \>>_..\.../ 7\ /.
gio. A simple implementation might simply store a \i/

HTTP URL for the file in the metadata blocks. Alter-

natively, a content distribution network such as Coral

[3] could be used. A DHT can be used for direct Figure 2: Division of files into chunks
storage of file contents, such as in distributed stor-

age systems like CFS [1]. However, because of therp, i it seems unlikely that multiple files would

Iarge_ file sizes and amgunt OT churn in a typical filg, e the same chunks, file sharing networks fre-
sharing networkArpeggiousesindirect storage the guently contain multiple versions of the same file

DI_—|T_stores pointers to each peer that contains a Giltn largely similar content. Users often have MP3
tain file. o _ _ files with the same audio content but different ID3

A peer can query this index to identify all othefetadata tags. Dividing the file into chunks allows
peers that are sharing a file it wishes to obtain. TH& pulk of the data to be downloaded from any peer

downloader may begin transferring the file from muly, 5 shares it, rather than only the one with the same
tiple sources in order to distribute the load and may3 54

imize transfer speed. Our algorithm is designed toqyever, it is not sufficient to use a segmentation

maximize this effect. scheme that draws the boundaries between chunks at
41 Segmentation regular intervals. In the case of MP3 files, since ID3
tags are stored in a variable-length region of the file,
For purposes of content distribution, we segment ﬁ”change in metadata may affect all of the chunks
files into a sequence athunks Rather than track- hecause the remainder of the file will now be “out of
ing which peers are sharing a certain filepeggio frame” with the original. More generally, insertion
tracks which chunks comprise each file, and whig} deletion of file content may negate the advantages
peers are currently sharing each chunk. This is ir@f—ﬁxed_|ength chunking.
plemented by storing in the DHTfde blockfor each 14 solve this problem, we choose variable length
file, which contains a list of pointers thunk blocks ~hunks based on content, using a chunking algorithm
which in turn contain a list of the peers sharing eaglarived from the LBES file system [7]. Due to the
chunk, as in Figure 2. File and chunk block IDs akgay chunk boundaries are chosen, even if content is
derived from the hash of the file or chunk contents {ded or removed in the middle of the file, the re-
ensure that file integrity can be verified. mainder of the file will still be largely comprised of
The rationale for this design is twofold. Firstigentical chunks.
peers that do not have an entire file are able to share i
the chunks they do have: a peer that is downloa%l—2 Postfetching
ing part of a file can at the same time upload othAdditional novel properties can be garnered from
parts to different peers. This makes efficient use Afpeggioby introducing caching into the network.
otherwise unused upload bandwidth. Second, m@aching file chunks on nodes that would not usually
tiple files may contain the same chunk, as Figureb2 sharing the chunks provides new opportunities
demonstrates. A peer can obtain part of a file frofar increasing availability of files. Cached chunks
peers that do not have an exactly identical file, bate inserted into the index just like regular chunks,
merely asimilar file. and therefore do not share the disadvantages of di-




rect storage with regards to having to maintain tieeferences

f:hunkS despite topology changgs. Furthermore, thi$] £ pabek, M. F. Kaashoek, D. Karger, R. Morris, and
Insertion Symmetry makes CaChlng transparent to the |. Stoica. Wide-area Cooperative storage with CFS.

search system. Also, unlike in direct storage sys-

tems, caching is non-essential to the functioning d#l
the network, and therefore each peer can place a rea-
sonable upper bound on its cache storage size. 3]

Postfetching provides a mechanism by which
caching can increase the supply of rare files in re-
sponse to demandRequest blocksire introduced 4]
to the network to capture requests for unavailable
files. Due to the long expiration time of metadatgs;
blocks, peers can find files whose sources are tem-
porarily unavailable. The peer can then insert a re-
guest block into the network for a particular unavail-
able file. When a source of that file rejoins the netl6]
work it will find the request block and actively in-
crease the supply of the requested file by sendi
the contents of the file chunks to the caches of other
nodes. These in turn register as sources for those
chunks, thus increasing their availability. Thus, thgg]
future supply of rare files is actively balanced out td9]
meet their demand. [10]

5 Conclusion [11]

We have presented the key features of Arpeg-

gio file sharing system Arpeggiodiffers from pre-
vious peer-to-peer file sharing systems in that it im-
plements both a metadata indexing system and a con-
tent distribution system using distributed hash tables.
We extend the standard DHT interface to support
not only lookup by key but complex search queries.
Keyword-set indexing and extensive network-side
processing in the form of index-side filtering, meta-
data gateways, and expiration are used to ameliorate
the scalability problems inherent in distributed docu-
ment indexing. We introduce a content-distribution
system based on indirect DHT storage that uses
chunking to leverage file similarity, and thereby op-
timize availability and transfer speed. Availability

is further enhanced with postfetching, which uses
cache space on other peers to replicate rare but de-
manded files.
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